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Watch out for ransomware in 2018: report

Ransomware attacks in cyberspace are likely to increase and become more sophisticated in 2018,
targeting high net worth individuals and corporates, the cybersecurity giant McAfee Inc. warned in
its latest prediction report.

The report also warns individual home users that greater inter-connected home devices will
surrender consumer privacy to corporates.

“The profitability of traditional ransomware campaigns will continue to decline as vendor defences,
user education, and industry strategies improve to counter them. Attackers will adjust to target less
traditional, more profitable ransomware targets, including high net-worth individuals, connected
devices, and businesses,” the McAfee Labs 2018 Threats Predictions Report stated.

Cyber saboatge

The report, which identified five key trends to watch next year, said the pivot from the traditional
would see ransomware technologies applied beyond the objective of extortion of individuals, to
cybersabotage and disruption of organisations.

2017 witnessed a major explosion in ransomware attacks such as the ‘WannaCry’ epidemic in
which attackers limit user access to their own systems till a certain ransom is paid to unlock them.

“The evolution of ransomware in 2017 should remind us of how aggressively a threat can reinvent
itself as attackers dramatically innovate and adjust to the successful efforts of defenders,” said
Steve Grobman, chief technology officer for McAfee in a statement.

‘Arms race’

Mr. Grobman said there was an ‘arms race’ between attackers and defenders, and “human
intelligence amplified by technology will be the winning factor”.

As consumers increasingly network their homes, the report warns that connected home device
manufacturers and service providers will seek to overcome “thin profit margins by gathering more
of our personal data — with or without our agreement —turning the home into a corporate store
front”.

“Corporate marketers will have powerful incentives to observe consumer behaviour to understand
the buying needs and preferences of the device owners,” the report said.
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Dealing with data

The dawn of the information age opened up great opportunities for the beneficial use of data. It
also enhanced the perils of unregulated and arbitrary use of personal data. Unauthorised leaks,
hacking and other cyber crimes have rendered data bases vulnerable. But it is the conflict
between the massive scope for progress provided by the digital era and the fear of loss of
individual autonomy that is foregrounded in any debates about data protection laws. It is against
this backdrop that the White Paper made public by the Justice B.N. Srikrishna Committee to elicit
views from the public on the shape and substance of a comprehensive data protection law
assumes significance. To some, in this era of Big Data analytics and automated, algorithm-based
processing of zettabytes of information, the fear that their personal data may be unprotected may
conjure up visions of a dystopian world in which individual liberties are compromised. Therefore, it
would be appropriate to draw up a law using the rights-based approach of the European Union’s
General Data Protection Regulation, 2016, in which data protection is comprehensive and
exemptions limited. Some may prefer the American model in which the norms are stringent for
government departments processing personal information, while private entities have to abide by
the norms of giving notice and receiving consent. An enlightened citizenry will only help itself in
participating in the search for a good data protection framework.

India does not have a separate law for data protection, though Section 43A of the Information
Technology Act provides a measure of legal protection of personal information. In 2012, the
Justice A.P. Shah Committee recommended a set of principles for a legal framework for protecting
privacy. Drawn from OECD guidelines, these principles were centred on sufficient notice and
disclosure to citizens when data are collected, limitations on data collection and use, and norms
related to data security and accountability. The Srikrishna Committee has also flagged seven
major principles. It wants the law to be technology-agnostic and enshrine the principle of informed
consent. It favours data minimisation and accountability of those who process and control data. It
privileges a holistic approach as the law would apply to both government and private entities, but
with “differential obligations”. This is where the law requires careful drafting and strictly defined
concepts. It is legitimate to collect personal data in the public interest, but this information should
be protected and used only for the purposes it was collected. Above all, the law must provide for a
suitably empowered statutory authority to enforce its promised protection to citizens’ data.

Revving up infrastructure spending is necessary, but not sufficient
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Of crime and punishment

Police reform in India has been concerned with political interference ever since the landmark
Supreme Court judgement, in 2006, on the subject. The focus should really be on reorganising
criminal administration.

The annual publication of the National Crime Records Bureau (NCRB), “Crime in India 2016”,
which was released recently, presents a dismal picture of the key performance statistic with only
47% convictions in Indian Penal Code (IPC) crimes at the national level.

Delhi provides an interesting case study, where there is no political interference and the Police
Commissioner reports to the Lieutenant Governor, and not the Chief Minister. With a population
smaller than Mumbai, it has two times the number of police stations. Yet, in Delhi, while 1,90,876
persons were sent to trial last year, there were only 9,837 IPC convictions in the year. In Delhi only
58% of those arrested were chargesheeted, while in Mumbai, more persons were chargesheeted
than were arrested for IPC crimes. In Delhi, 13,803 crimes against women were reported and no
chargesheets filed in 4,371 cases (32%); in Mumbai with 5,128 crimes reported against women,
final reports were filed in only 15% of cases. The key statistic of police performance is not merely
correct reporting and recording but chargesheets and convictions, as this impacts on criminal
behaviour.

In Delhi, DNA testing, which can secure higher conviction rates, is, inexplicably, a low priority.
There is only one forensic testing laboratory, with around 9,000 samples pending for examination.
Over 5,000 are DNA samples. Delays in this crucial evidence, which plays an important factor in
acquittals, are a setback as samples deteriorate with time. Consequently Delhi has a conviction
rate of only 21%, 24% and 30% in cases of kidnapping and abduction, rape and murder,
respectively.

The Delhi Police website says that it is perhaps the world’s largest metropolitan police force and
arguments that Delhi accounts for 38% of the total crime under the IPC because of its migrant
population are a simplistic explanation. Delhi accounts for five times the IPC crime when
compared with Mumbai, and 33% of violent crime in metros when compared with 13% in Mumbai.
Crime prevention is affected by conviction rate, beat patrolling, and by the police and community
working together.

There is a need to distinguish between accountability and operational responsibility. For example,
‘the Mayor of London is responsible for setting policing priorities that will hold the Met Police
Commissioner to account. Operational decision-making on day-to-day policing remains the
responsibility of the Metropolitan Police Commissioner. The Police and Crime Plan 2013-2016 has
clear performance measures that focus on results such as 20% reduction in key neighbourhood
crimes, 20% reduction in delays in the criminal justice system, and 20% reduction in reoffending
by young people leaving custody. The plan was based on extensive consultation which included
town hall meetings, additional stakeholder forums, focus groups and an online survey.

In addition to those related to roles and responsibilities, there are also systemic issues. Despite
the recommendations of Law Commissions and the Supreme Court, as well going by experience
in the developed world, we do not have separate wings for investigation of crime and for law and
order. Related to this reform is the debate whether the police is a functional “service” based on
skills of investigation or a “force” oriented towards “effect” which on command will operate
regardless of the cost to itself or the social fabric. Similarly, in most countries, the prosecutor, and
not the police, has discretion on whether to press charges as they involve adjudication. Years ago,
the Law Commission had suggested a directorate of prosecution independent of the police to
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guide investigation.

Second, there is still controversy over which kinds of conduct are best controlled by the application
of criminal law and which kinds by other means.

For example, special and local offences account for as much crime as under provisions of the IPC,
with nearly 60% of cases under liquor and narcotics offences at the national level. Causing simple
and grievous injures under rash driving accounts for 11% of IPC crimes; theft also accounts for
16.6% of IPC crime at the national level.

For Delhi, half of theft cases involve motor vehicles. Cases related to liquor and motor vehicles
account for more than a third of all cases. The criminal justice system should be limited to crimes
under the IPC, while enforcement of administrative law and social legislation requires a different
approach involving summary trials, changing societal attitudes and modes of behaviour. For
example, in Britain part-time lay judges outnumber full-time judges, leaving the judiciary to
concentrate on the real crime.

Third, the effectiveness of prisons is now being questioned. Nearly two-thirds of the prison
population is awaiting trial and half the number of undertrials are normally acquitted. Over 80% of
prisoners are sentenced to terms less than three months, 40% are under 30 years old, semi-
literate and convicted under special and local acts. Criminologists now feel that short-term
sentences expose such prisoners to criminal indoctrination in jail and social condemnation on
release, with a strong case for greater reliance on compounding, probation and parole.

The main purpose of criminal administration should be the prevention of crime, and the police
cannot be an instrument of social change. Administrative measures and fines levied by honorary
and executive magistrates will change behaviour better than penal action.

Mukul Sanwal is a former civil servant

The definition of harassment needs to be constantly updated, and the process for justice made
more robust
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A 3-nation Indo-Pacific compact

S. Jaishankar with his Australian counterpart, Frances Adamson, and others.Special Arrangement
 

India, Japan and Australia have “growing convergences” in the Indo-Pacific region, said officials of
the three countries after meeting for a trilateral in New Delhi on Wednesday.

“The three sides stressed the need for greater collaboration on maritime security and domain
awareness and disaster response capabilities. They also renewed their resolve to fight the
scourge of terrorism in all its forms and manifestations and stressed the need for enhanced
cooperation on counter-terrorism,” a statement issued by the External Affairs Ministry said.

Connectivity issues

Briefing presspersons after the meeting, Australian Foreign Secretary Frances Adamson said the
three countries had discussed regional connectivity issues, at the meeting.

“Each of us has a very strong commitment to transparency around these projects, financing
arrangements scrutiny, environmental standards and labour standards. Irrespective of under
whose auspices these projects are held under,” Ms. Adamson said, when asked if concerns about
China’s Belt and Road initiative, which India opposes, had been discussed.

The fourth trilateral between Foreign Secretaries S. Jaishankar and his counterparts, Ms.
Adamson and Japanese Vice-Minister Shinsuke Sugiyama, was held in Delhi a month after the
first meeting of the Quadrilateral, or Quad, which includes the U.S., was held in Manila. Ms.
Adamson said the two processes would continue to “exist together”.

Significantly, the statement issued after the trilateral also underlined “support for ASEAN centrality
in the political and security architecture of the Indo-Pacific region”, indicating the possibility of
trilateral military cooperation along with East Asian nations as well.

ASEAN-India summit

India is hosting a commemorative ASEAN-India summit in Delhi on January 25, while all 10
ASEAN-nation leaders will be the chief guests at the coming Republic Day parade.

Sources said the theme of the engagement this year would focus on the three “C’s” of Commerce,
Connectivity and Culture, and would also underline similar convergence on issues in the Indo-
Pacific, as the East Pacific-Indian Ocean region is popularly referred to.
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Saudi, UAE pledge funds for African anti-terror force

Saudi Arabia has pledged $100 million towards a five-nation anti-terror force in the Sahel region of
West Africa, while the United Arab Emirates has offered $30 million, French President Emmanuel
Macron said on Wednesday.

Mr. Macron made the announcement at a meeting to drum up support for the G5 Sahel force, an
initiative pooling troops from Burkina Faso, Chad, Mali, Mauritania and Niger.

The leaders of the five nations, which are among the world’s poorest, joined Mr. Macron and other
leaders including German Chancellor Angela Merkel at the talks at a château in La Celle-Saint-
Cloud outside Paris.

Former colonial power France is fighting against jihadists in West Africa with its 4,000-strong
regional Barkhane force, but is keen for the countries affected to take on more responsibility.
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Govt. sets up NIC-CERT centre to detect, prevent cyberattacks

Ravi Shankar Prasad  

The Centre on Monday unveiled the NIC-CERT centre that would monitor and help in early
detection and mitigation of cyberattacks on government networks.

“All communications between government departments — Centre, State and district, as well as
interactions between the government and the citizens takes place through NIC’s network,” said
Electronics and IT Minister Ravi Shankar Prasad.

“The NIC-CERT will help us in our pursuit of a safe cyberspace by early detection of any attack on
India’s systems,” he said.

NIC’s (National Informatics Centre) networks handle about 500 GB of data at any given point in
time.

NIC-CERT currently has a team of about 30 cybersecurity professionals working in two shifts. This
is in addition to the more than 300 people in the cybersecurity team who already work at the NIC,
NIC Director General Neeta Verma said.

Working in tandem

NIC-CERT will operate in close co-ordination and collaboration with other sectoral CERTs and
more so with CERT-In, she added.

The government had already announced setting up of sectoral CERTs (computer emergency
response teams) for sectors such as finance and power.

“Using various tools, the team at NIC-CERT will be able to identify vulnerabilities and possible
exploits and the intelligence gathered will give CERT the ability to predict and prevent attacks.” Mr.
Prasad added.
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Need all-out push on terror: RIC

Power in unity:Sushma Swaraj with her Russian and Chinese counterparts Sergey Lavrov and
Wang Yi.Sandeep Saxena  

Agreeing to uphold the rule of law in international affairs, Russia, India and China on Monday
commended the victory of the Moscow-led counterterrorism operation in Syria.

After the 15th trilateral meeting of the three Foreign Ministers held here under the RIC grouping,
External Affairs Minister Sushma Swaraj and her Chinese and Russian counterparts Wang Yi and
Sergey Lavrov urged for “Syrian-led, Syrian-owned” solution to the conflict and highlighted the
need for dialogue to deal with the global “hotspots” such as North Korea and Ukraine.

“We commend Russia-led counterterrorism efforts and achievements in Syria aimed at defeating
international terrorism. We emphasise the achievements in Syria aimed at defeating international
terrorism. We emphasise the need for a comprehensive approach in combating terrorism, and in
this context resolve to step up cooperation to prevent and counter terrorism and radicalisation...
stop sources of terrorist financing, prevent travelling of and the supply of arms to terrorists,
dismantle terrorist infrastructure...” a joint communiqué issued after the meeting stated.

The communiqué is significant as it came in the backdrop of Monday’s declaration of withdrawal of
Russian troops from Syria by President Vladimir Putin as he declared success in the country. The
trilateral meeting also came out with a post-conflict plan for Syria.

The statement however did not name Pakistan-based terror groups and individuals like Hafiz
Saeed of Lashkar-e-Taiba and Masood Azhar of Jaish-e-Mohammed (JeM) even as Mr. Lavrov
indicated that a re-evaluation of Pakistan’s role in the war on terror was under way.
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Border Protection Grid to be set up in Border States, says Union Home Minister Shri Rajnath
Singh
Border Protection Grid to be set up in Border States, says Union Home Minister Shri
Rajnath Singh

The Union Home Minister Shri Rajnath Singh chaired a meeting with the Chief Ministers
of the Indo-Bangladesh Border (IBB) States, in Kolkata today The Home Minister, giving
highest priority to making borders secure, had earlier conducted border specific review
meetings for Indo-China, Indo-Myanmar, Indo-Pakistan borders.

In the meeting, the Home Minister underlined the need for securing the country’s borders
and putting in place the systems to facilitate legitimate trade and commerce. He added,
India has friendly relations with Bangladesh and all these measures will facilitate genuine
trade and legitimate cross-border movement of people while curbing radicalization, illegal
migration, and smuggling of cattle, fake Indian currency notes and drugs etc. He stressed
on the need to prevent entry, at International borders, of illegal migrants some of whom
have links with extremist groups for furthering anti-national activities with ulterior motives
and posing threat to internal security.

In the comprehensive review meeting of border management, he emphasized the need to
fast track border infrastructure development and to strengthen border security.

The Indo-Bangladesh Border covering 5 states of India including Assam, Meghalaya,
Mizoram, Tripura and West Bengal is 4096 km long. So far in 3006 km border security
infrastructure of fence, roads, floodlights and border out posts (BOPs) are in place and
works in the remaining 1090 km are yet to be started. Out of this, 684 km will be secured
with fence and the related infrastructure, and the balance 406 km with the non-physical
barriers. Although bulk of the infrastructure is in place or under construction, construction
in some parts is yet to commence mainly due to land acquisition issues. The Home
Minister urged the Chief Ministers to take personal interest to expedite land acquisition in
the interest of national security. They assured to make land available at the earliest.

The areas to be covered by non-physical barriers are those where fencing is not feasible
like rivers or nullahs etc. In these areas technological solutions of a networked
combination of electronic gadgets like radar, day-night cameras, various types of sensors
etc. all integrated in a command and control architecture will be used.

He highlighted the concept of Border Protection Grid (BPG) for multi-pronged and
foolproof mechanism to secure our border. The grid will comprise of various elements
namely physical barriers, non-physical barriers, surveillance system, Intelligence
agencies, State Police, BSF and other State and Central agencies. BPG will be
supervised by a State level Standing Committee under the Chairmanship of respective
Chief Secretaries. BPG will ensure greater help for the States in the overall border
security. For putting in place the BPG, he sought active participation of all stakeholders
including State Governments.
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The Home Minister said that the people living in the border areas are our strategic asset
and need to be provided with all the infrastructure and socio-economic development
facilities. He emphasized the importance and necessity of improved infrastructure such
as roads, railways, health and education etc. and also boosting border economy in the
border areas in a holistic and comprehensive manner. He asked the State Governments
that while the Home Ministry was working to supplement their efforts, they must pay
greater attention to these areas.

While appreciating the role of BSF for their unshakeable courage, skills, determination
and dedication in securing this border, Shri Rajnath Singh reiterated that they should be
more vigilant. He expressed satisfaction over the active participation and assurance of all
cooperation given by the states.

The meeting was attended by Minister of State (Home Affairs) Shri Kiren Rijiju, Chief
Ministers of West Bengal, Assam and Mizoram, Union Home Secretary, Secretary
(Border Management), MHA, DG BSF, Chief Secretary Meghalaya, Secretary, Home,
Tripura.

Senior officers of MHA and other Ministries of Government of India besides State
Governments also attended.

SB/NK/SS
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For a safe cyberspace

 

India is one of the key players in the digital and knowledge-based economy, holding more than a
50% share of the world’s outsourcing market. Pioneering and technology-inspired programmes
such as Aadhaar, MyGov, Government e-Market, DigiLocker, Bharat Net, Startup India, Skill India
and Smart Cities are propelling India towards technological competence and transformation. India
is already the third largest hub for technology-driven startups in the world and its Information and
Communications Technology sector is estimated to reach the $225 billion landmark by 2020.

However, these achievements come with a problem: innovation in technology, enhanced
connectivity, and increasing integration in commerce and governance also make India the fifth
most vulnerable country in the world in terms of cybersecurity breaches, according to the
Internal Security Threat Report of 2017 by Symantec. Till June 2017, 27,482 cybersecurity threats
had been reported in the country, according to the Indian Computer Emergency Response Team’s
report. As this is a 23% increase from 2014 figures, it coincides with rapid growth and innovation in
the ICT sector.

The cyberthreat is very real

The good news, though, is that India recognises this. The second Global Cybersecurity Index,
released by the International Telecommunication Union in July, which measured the commitment
of nations to cybersecurity, found that India ranked 23 out of 165 nations.

Of the cybersecurity attacks, Ransomware attacks have been the most common in the last few
years (Ransomware is a type of software that threatens to publish a person’s data or block it
unless a ransom is paid). Apart from WannaCry and Petya, other Ransomware attacks that made
news globally were Locky, Cerber, Bucbi, SharkRaaS, CryptXXX and SamSam. The success of
each of these inspired new attacks. The ransom demands also increased — the average mean
ransom demand rose from $294 in 2015 to $1077 in 2016, according to Symantec.

In India, in May 2017, a data breach at the food delivery App, Zomato, led to personal
information of about 17 million users being stolen and put for sale on the Darknet. The company
had to negotiate with the hacker in order to get it taken down. Similarly, hackers stole data from 57
million Uber riders and drivers. Uber paid the hackers $100,000 to keep the data breach a secret.

While Windows operating systems were the most vulnerable to cyberattacks, a number of Android
threats have been reported in the last couple of years, including potent crypto-ransomware attacks
on Android devices. The attacks aren’t limited to mobile phones and e-Pads. All devices, including
televisions that use Android, are also potentially vulnerable. In 2016, the first known Ransomware,
named KeRanger, targeting Mac users was also reported. The Mirai botnet malware affected 2.5
million home router users and other Internet of Things devices. A number of viruses, malware and
cryptoworms are also being developed in the JavaScript, which gives the attackers cross-platform
options.

Given the huge number of online users and continued efforts on affordable access, cybersecurity
needs to be integrated in every aspect of policy and planning. At the 15th Asia Pacific Computer
Emergency Response Team conference in Delhi, Minister for Electronics and Information
Technology Ravi Shankar Prasad highlighted the need for robust cybersecurity policies and
frameworks. The government is keen to fund cybersecurity research. It announced that it will
award a grant worth 5 crore to startups working on innovations in the field of cybersecurity.
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India needs to quickly frame an appropriate and updated cybersecurity policy, create adequate
infrastructure, and foster closer collaboration between all those involved to ensure a safe
cyberspace. Minister of Communications Manoj Sinha said at the Global Conference on
Cyberspace 2017 that there must be enhanced cooperation among nations and reaffirmed a
global call to action for all United Nations member nations to not attack the core of the Internet
even when in a state of war. This also clearly emphasises the fact that more than ever before,
there is a need for a Geneva-like Convention to agree on some high-level recommendations
among nations to keep the Internet safe, open, universal and interoperable.

Subi Chaturvedi is former member of United Nations Internet Governance Forum-Multistakeholder
Advisory Group and heads public affairs, Cellular Operators Association of India
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The definition of harassment needs to be constantly updated, and the process for justice made
more robust
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Seeing through a glass darkly: on combating terrorism

Yet another anniversary of the November 26, 2008 terror attacks on multiple targets in Mumbai
has come and gone. Much has changed since then and terror has evolved into an even more
dangerous phenomenon. Recent variants represent a paradigmatic change in the practice of
violence.

It is difficult to recognise the new generation of terrorists as a mere extension of the earlier lot
of radical Islamist terrorists who were influenced by the teachings of the Egyptian thinker, Sayyid
Qutb, and the Palestinian Islamist preacher, Abdullah Azzam, and adopted the practical theology
of the Afghan warlord, Jalaluddin Haqqani. There is less theology today and the new age terrorist
seems to belong to an altogether different genre of terrorism.

This is not to say that the 2008 terror attacks in Mumbai were not different in the methodology and
the tactics used in the September 11, 2001 attack in New York City. Nevertheless, the spate of
recent attacks in Europe and parts of Asia, from 2015 to 2017 — beginning with the attack on the
Charlie Hebdo offices in Paris in January 2015, the major incidents at Brussels and Istanbul
Ataturk airports as well as the Bastille Day attack in Nice, France, all in 2016, to the string of
attacks in London, Stockholm, Barcelona and New York, in 2017 — are very different in structure
and the morphology from attacks of an earlier period.

A large number of terror attacks in the past three years have been attributed to the handiwork of
the Islamic State (IS), and reveal its leaning towards the “nihilism” of Sayyid Qutb. It is this which
distinguishes the IS from many of the other radical Islamist groups such as al-Qaeda and its
affiliates. The IS’s recruitment techniques, especially its ability to proselytise over the Internet,
including “direct to home jihad” as also its more sanguinary brand of violence, set it apart from
earlier variants of radical Islamist terror.

Fifteen years of the war on terror

Even while the IS has gained a great deal of prominence due to its brand of violence, other terror
networks have continued to be no less active. For example, al-Qaeda and its affiliates. The Boko
Haram in Africa has been responsible for more killings than most people would realise. Closer
home, the Afghan Taliban and the Haqqani network have carried out several spectacular attacks
inside Afghanistan. The Tehrik-e-Taliban Pakistan (TTP) and the Lashkar-e-Jhangvi have carried
out several attacks inside Pakistan. Pakistan provides the wherewithal and the support to terror
outfits such as the Lashkar-e-Taiba and the Jaish-e-Mohammad to launch well-planned attacks on
Indian targets.

Most of these outfits continue to adopt earlier methodologies. These have proved no less effective
than those followed by the IS. The terror attack on a mosque in North Sinai, Egypt in November
this year, which killed over 230 persons, is one such example. In December, the TTP was
responsible for a terror attack on an agricultural training institute in Peshawar, Pakistan.
Differences among terror outfits, do not, however, preclude a complicated pattern of relationships
when it comes to operational aspects.

Understanding the constantly altering trajectory of terror is important before charges of intelligence
failure are levelled. It has become axiomatic to attack agencies of intelligence failure whenever a
major terror attack takes place. This need not be the case in every instance. The usual charge
levelled is of the failure of intelligence agencies “to connect the dots”. Most often, this is not true.
There are many other reasons for adequate intelligence not being available to prevent a terror
attack. The danger is that a wrong diagnosis could prevent further improvements in intelligence
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collection and analysis.

Terror attacks in Europe: A timeline

One common fallacy is that intelligence agencies have remained static, are rooted in the past, and
that their personnel are inadequately trained to handle current day intelligence tasks. While there
is room for improvement, it is a mistake to presume that intelligence agencies have not made rapid
progress and kept up with the times. Intelligence agencies today are well-versed in the latest
techniques of intelligence gathering and analysis. Agencies obtain vast amounts of information
from both human and technical intelligence, not excluding signal intelligence and electronic
intelligence, intelligence from satellites and photo reconnaissance, etc. This is apart from open
source intelligence.

Agencies employ data mining techniques and are familiar with pattern recognition software.
Today, noise and signals constitute valuable meta-data. Analysing meta-data has produced more
precise information and intelligence than is possibly envisaged, and agencies well recognise the
value and utility of this.

In addition, intelligence agencies have become highly adept in monitoring and exploiting open
source material. Mapping and analysis of social networks is today a critical aspect of their work.
This is especially useful when it comes to unearthing covert terror networks. Many intelligence
agencies today have an extensive database of several thousands of terrorists and potential
terrorists.

Admittedly, intelligence agencies, like many other organisations, are risk-prone. They do make
mistakes. Intelligence analysts, like analysts in other fields, are particularly vulnerable. Problems
also arise from inadequate sharing of intelligence across institutions and countries. All these,
however, are a far cry from the charge of an inability or failure “to connect the dots”.

The real problem is that when dealing with terrorism and terror networks, no two situations in the
actual world are identical. The nature of threats is such that they continue to evolve all the time.
Both the 2001 terror attack in New York and the November 2008 attack in Mumbai were one of
a kind with few parallels at the time. Anticipating an attack of this nature remains in the area of an
“intelligence gap” rather than an “intelligence failure”. Most experts explain an intelligence gap as
one denoting an absence of intelligence output while an intelligence failure is one where, based on
available evidence, no warning was issued.

One of the major challenges that all intelligence agencies face is a qualitative understanding of the
newer, and many post-modern threats. These newer generation threats, including those by terror
groups and outfits, often lie “below the radar” or beyond the horizon. Anticipating such threats and
their nature requires intelligence agencies to be constantly ahead of the curve. Anticipating newer
threats is only partly facilitated by today’s technical advances such as new computing and
communication technologies. However, these alone are not often enough to meet today’s
intelligence needs.

America's gun problem in five charts

As problems become more complicated, and as terror networks become even more sophisticated,
there has to be recognition that the situation demands better understanding of factors that are at
work. Levelling mere charges or accusations against intelligence agencies of a failure to anticipate
an attack by not “connecting the dots” could be misleading, if not downright dangerous. All
professional analysts in whichever field they operate face the same problem as intelligence
agencies, and vividly outlined by David Omand, a former U.K. Intelligence and Security
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Coordinator as “seeing through a glass darkly when the information available to them is
incomplete or partially hidden”.

Alongside this, and to fill the gap, there is a case for far greater sharing of intelligence and
information among intelligence agencies worldwide than it exists at present. This is important to
prevent another terror attack on the lines of the Mumbai 2008 attack. It now transpires that certain
foreign intelligence agencies had additional information about the possible attack which was not
shared in time, and which led to an intelligence gap. This could have been avoided.

More important, such a situation should never arise in the future. Terror and terrorism is a
universal phenomenon. Every nation is bound to share the intelligence available with it to prevent
a possible major terror attack.

M.K. Narayanan is a former National Security Adviser and a former Governor of West Bengal
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Privacy in cyberspace

When the government set up the committee on Data Protection in India, led by Justice B.N.
Srikrishna, it said that the objective “is to ensure growth of the digital economy while keeping
personal data of citizens secure and protected”. The Committee has recently released its
provisional views on the formulation of a data protection framework and invited public comments.
The Committee does a commendable job on a number of counts. It has covered a wide range of
issues pertaining to data protection and privacy. While it has looked at the issues from the prism of
what is relevant in India, it has also brought in perspectives from other countries. But there are
some important ways in which the Committee can strengthen its final report.

First, it would be useful to anchor the report in some core principles. The Committee must lay out
the normative framework which we, as a nation, must aspire to with respect to data protection.
Technology will evolve rapidly and the law will need to keep pace with changes. But the overall
vision of empowering the individual should be at the heart of all legislation.

Second, it would be important for the Committee to state that privacy is not just a right or a moral
obligation, but it has value to the economy. It enhances trust and increases voluntary participation
in the digital economy. In some places, the report appears to imply that while the ideal is
important, practical considerations demand that we settle for less. While the question of balance is
an important one, that should not be seen as a licence to be lenient to privacy-violating data
practices.

There is a fundamental link between privacy and innovation. No one will innovate in a surveillance-
oriented environment or in a place where an individual’s personal information is compromised. The
ultimate control of data must reside with the individuals who generate it; they should be enabled to
use, restrict or monetise it as they wish. Therefore, laws should enable the right kind of innovation
— one that is user-centric and privacy-protecting. The medium to long-term challenges of building
a data protection framework in any other diluted way will be very difficult to handle — for the
individual, the entrepreneur and the government.

Third, while the Committee has proposed the creation of a strong Data Protection Authority (DPA),
there are some aspects that can make such an agency effective. Some of the recommendations,
such as applying the law to both government and private data collectors, fines against violators
and direct compensation to complainants, are progressive. But for the DPA to be effective, it must
have the authority to impose penalties. The Right to Information Act, which grants such an
authority to the information commissions, is a good example to learn from.

The report points out several practical constraints in the implementation of many of the rights it
envisages — the challenges arising from the different ways data is currently stored, the burden of
meeting privacy rights, the need for exemptions, etc. For this law to be successful, recognising
and addressing these constraints is important.

This brings up the need for allowing a time period for data controllers to fully comply with the new
law. In the case of the RTI Act, there was a period of 120 days for government departments to
comply. The EU’s General Data Protection Regulation gives data controllers two years to prepare
themselves to comply with the new regulation. The nature of personal data is such that once it is
out in the public domain, it is nearly impossible to put the genie back in the bottle. This calls for
getting data controllers to abide by higher standards of data protection, even if it means having a
moratorium period that allows them to prepare themselves for such standards. In the long run, the
costs of such compliance will be far lower than the potential damage that lenient exemptions to
data controllers can cause.



cr
ac

kIA
S.co

m
crackIAS.com

Increasingly, India is being seen as a pioneer in digital technologies. This rapid pace of
transformation has raised larger questions around inclusion, data protection and privacy. The
signalling value of a strong data protection law in India would be significant and will allow the
country to lead by example. We need to think about the principles we adopt — from narrowly
tailored exemptions to strong independent enforcement. Ultimately, this law will shape how secure
individuals feel while engaging in the digital world, and the kind of innovation we will see in
decades to come.

END

Downloaded from crackIAS.com

© Zuccess App by crackIAS.com



crackIAS.com
cr

ac
kIA

S.co
m

www.livemint.com 2017-12-21

Will 2018 trigger the peace process in conflict zones?

Here is the first of a series of executive summaries of key conflict, conflict resolution, and human
rights matters in India and South Asia in 2018.

The Maoist rebellion

The Maoists are likely in the middle of a leadership churn, with talk that supremo and general
secretary of the Communist Party of India (Maoist) Muppala Laxman Rao, or Ganapathy, has
anointed a successor. This is Nambala Keshav Rao, or Basava Raju, at 58 ten years younger than
his boss and a seasoned military mind. Basava Raju is head of the party’s central military
commission, the umbrella operational command.

Basava Raju’s influence within the rebel superstructure is undeniable. I would argue that a
transition is actually a perfect time for the government of India to push hard for a peace deal with
Maoists, to claim moral high ground as well as pave the way for genuine peace. For Maoists, this
would also be a time for much introspection about where to take the rebellion at a time of some
vulnerability in addition to the steady depletion of leaders, cadres and territory.

But we will likely see little of peace. As the government steps up deployment of paramilitary troops
and special police personnel in battle zones, in particular the rebel hub of southern Chhattisgarh,
besides parts of Odisha, Maharashtra, Madhya Pradesh, Jharkhand and Bihar, things may get
more vicious. The Central Reserve Police Force is deploying its so-called Bastariya Battalion, an
all-tribal troop, to crack the Maoists’ hold in this largely tribal area. The Maoists are planning a
similar response. The result will likely be a burst of mayhem with non-combatant tribals caught in
the middle—in a replay of the vicious, horrific Salwa Judum encounters from 2005 on. And the
Maoists will continue to watch, and wait for an opportunity for massed attacks on government
troops. This is no endgame.

North-East India

The Naga peace process is now well into its third year, after a “framework agreement” was signed
with much fanfare between the government of India and the National Socialist Council of Nagalim
or NSCN’s Isak-Muivah faction in August 2015. That was the easy part. Things have moved ahead
as well as got messier since. The fact is that, despite pressure to effect a permanent settlement of
the Naga conflict by this Christmas or before Nagaland’s assembly elections in March
2018—pressure brought on by the ruling alliance in which the Bharatiya Janata Party is a
partner—settlement won’t be easy.

NSCN (I-M) is the largest rebel group, but not the only rebel group. NSCN’s Khaplang faction
broke away from a ceasefire in early 2015, and has since led or supported several attacks across
Nagaland, Manipur and Arunachal Pradesh against India’s army and paramilitaries. It is clear
peace cannot come without this Myanmar-based faction being convinced to join peace talks or, at
least, being held to standstill on the Indian side of the border. This is at best a thorny matter, and
not only because I-M and Khaplang factions are sworn enemies. The government will try its best
to get the Khaplang faction on board one way or another, in a similar manner to which it has
opened a peace front with six smaller Naga rebel groups.

While citizens have in general lauded the efforts, complicated matters remain. A key one is formal
integration and rehabilitation of leaders and cadres into Naga society. For one thing, some among
I-M leadership feel they may be better off in a ceasefire that permits them to retain arms, a de-
facto parallel administration, and the power to extort in the name of Naga nationalism. For another,
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there is consternation in Manipur, Assam and Arunachal, which have contiguous Naga
homelands, that a deal which offers leadership positions for key rebel leaders, recognition of Naga
homelands in a composite political framework, perhaps even an additional flag, would effectively
mean ceding the states’ territory. This is an explosive concern, and one that can only be
addressed now and later with massive compensatory development of infrastructure and
employment, and ensuring a total curbing of the military capability of Naga rebels—in ceasefire or
not.

The outlook for 2018? Dragging on of the peace process. Explosion on account of a knee-jerk
peace deal. Chaos within rebel ranks, which leads to further confusion—and a worse-case
scenario of anti-talks factions breaking away from I-M. It’s not pretty; and a status quo to continue
to prepare the ground for all-round acceptance may be the only game-saver and face-saver in this
vexing exercise.

Sudeep Chakravarti’s books include Clear.Hold.Build: Hard Lessons of Business and Human
Rights in India, Red Sun: Travels in Naxalite Country and Highway 39: Journeys through a
Fractured Land. This column, which focuses on conflict situations and the convergence of
businesses and human rights, runs on Thursdays.

Respond to this column at rootcause@livemint.com
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IS, Al Qaeda competing for Indian recruits

A file photo of a protest against the IS in New Delhi.AP  

Islamic State and Al Qaeda have been engaged in a fierce competition to promote their
propaganda in India, an analysis of messages posted on social media platforms suggest.

In the past few months, both IS and Al Qaeda in Indian Subcontinent (AQIS) have been posting
several provocative messages. A senior officer in the security establishment said they were
monitoring the content but were particularly concerned with the Al Qaraar media of the Islamic
State that has been posting ‘Kashmir’ centric messages.

Reaching out

On December 3, the Al Qaraar group released a poster threatening attacks in India. An official
said one of the pro-IS channels on the social media platform Telegram reached out to the Ansar
Ghazwat-ul Hind (AGuH) group headed by former Hizbul Mujahideen leader Zakir Musa.

“We are surprised by this development as AGuH is an Al Qaeda backed group. A message was
posted on a secret Telegram channel by Al Qaraar appealing AGuH members to join them, when
it is widely known that IS and Al Qaeda are rival groups,” said the official.

The official said in the initial stages, Al Qaraar was only advocating in favour of Sharia (set of
Islamic religious principles) but now it advocated IS ideology. The development is being watched
closely given IS losses in Iraq and Syria.

Support for

Rohingya

On November 28, the AQIS released a video where its spokesperson Usama Mahmoud called on
Muslims in “Bangladesh, India, Pakistan and Kashmir” to support the Rohingya in Myanmar and
asked them to seek revenge.

The AQIS was created by Al Qaeda in August 2014 and was led by an Indian-Asim Umar, who
was later identified as Uttar Pradesh resident Sanaul Haq.

Pakistan backing suspected

Intelligence officials strongly suspect that AQIS is being backed by the Pakistan establishment to
carry out attacks in India on its pretext.

Terrormonitor.org, a non-profit watchdog that tracks the online activities of terror groups said AQIS
had re-branded its media approach since it was challenged by the IS.

“The AQIS terror outfit has been promoted by official Al-Qaeda media such as Global Islamic
Media Front (GIMF) and Al-Qaida affiliate groups like AQAP, AQIM, Al-Shabaab and others. We
also see intense competition between Al-Qaeda and Islamic State. Both groups want to dominate
the jihadist movement globally. Al-Qaeda has re-branded its media approach since IS challenged
its global domination,” an official with Terrormonitor.org said.

He also said India was the alternative front for Al-Qaeda despite their failure to gain foothold in
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India and it has been focussing on “propaganda-centric approach.”

“These (messages) are part of aggressive propaganda campaign to show the AQ strength as IS
has lost almost all its territory. AQ, however is still struggling to win the propaganda war with the IS
to show it has re emerged in strength,” the official said.

On November 17, Amaq news agency of the IS posted a message claiming the attack in Zakura
area of Kashmir Valley where a J&K police sub-inspector was killed and a militant Mugees Ahmad
were killed and a special police sfficer was injured.

It was said to be the first attack carried out by IS in the Kashmir Valley.

However, police officials said two other terrorist groups — the Tehreek-ul-Mujahideen and Zakir
Musa-backed AGuH had also claimed reponsibility for the attack.
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Tackling Maoism

The Central Reserve Police Force lost 40 personnel in two Maoist attacks in the first half of 2017
in Sukma, the most severely Maoist-affected district of Chhattisgarh. Though the forces were
jolted by these attacks, their spirit to fight back has not dampened. Rather, they continue to
undertake challenging development work in these areas. This shows how the paradigm on tackling
Maoism has changed over time. The government’s response has matured in terms of deliverance
— from reactive it has become proactive, and from localised it has become holistic.

Proactive policing

Security forces are no longer reactive. When the Maoists decided to deepen their roots into
Gariaband, the State government notified this division as a new district, which gave a fillip to
development work. Many new police stations and security camps were set up to prevent any major
Maoist attack. The cadre strength of the Maoists has consequently reduced. Similarly, a police
action in Raigarh district eventually forced the Maoists to abandon their plan of expansion. The
Ministry of Home Affairs, too, subsequently removed Raigarh from its Security Related
Expenditure scheme.

When the Maoists decided to create a new zone in Madhya Pradesh, Maharashtra and
Chhattisgarh, the target districts were immediately put on alert, so as not to allow them to gain
ground. Security forces were redeployed to ensure better territorial command. As the Chhattisgarh
police have experience in tackling Maoists in Bastar, they are now coordinating with the bordering
States to strengthen intelligence and ground presence. Such coordinated proactive policing will
dampen the Maoists’ plans.

Sukma is a wake-up call

The Maoist problem is not merely a law and order issue. A permanent solution lies in eliminating
the root cause of the problem that led to the alienation of tribals in this area. The focus now is to
build roads and install communication towers to increase administrative and political access of the
tribals, and improve the reach of government schemes. The government has enhanced the
support price of minor forest produce like imli (tamarind). More bank branches have been opened
to ensure financial inclusion. All India Radio stations in the three southern districts of Bastar will
now broadcast regional programmes to increase entertainment options. And a new rail service in
Bastar is set to throw open a new market for wooden artefacts and bell metal.

United Nations Secretary-General Antonio Guterres has said in the latest annual report report on
‘Children in Armed Conflict’ that the Maoists are providing combat training to children in Jharkhand
and Chhattisgarh. Despite the Maoists not wanting their children to study and get government
jobs, remarkable work has been done in the field of school education and skill development.
Earlier, the hostel of the Ramakrishna Mission in Narainpur was the only place where children
could get quality education. Then, an educational hub and a livelihood centre in Dantewada district
sprang up. Seeing its success, the government has now opened up livelihood centres, known as
Livelihood Colleges, in all the districts. If the youth are constructively engaged by the government,
the recruitment of youth by the Maoists will slowly stop.

Role of civil society

However, winning a psychological war against the Maoists remains an unfinished task. Though the
government’s rehabilitation policies have helped the surrendered cadres turn their lives around,
security personnel are still accused of being informers and are killed. To end this, civil society
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must join hands with the government in realising the villagers’ right to development. Loopholes in
implementing government schemes must not be used as a tool to strengthen the hands of the
Maoists. Indian democracy is strong enough to absorb even its adversaries if they abjure violence.

Murder at noon: On Maoist attack in Chhattisgarh's Sukma

The last two major attacks call for some serious introspection on the tactics used by the forces and
their fitness to prevent any future attacks. The two-pronged policy of direct action by the security
forces combined with development is showing results — the government has already made a dent
in most of the affected districts and is determined to check the expansion of Maoists. The
paradigm of proactive policing and holistic development should ensure more such significant
results in the future.

Rajinder Vij is an Indian Police Service officer in Chhattisgarh. The views expressed are personal
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We are aware of China’s maritime ambitions: India

V.K. Singh  

The Centre on Wednesday informed the Lok Sabha that it was aware of China’s ambition to
emerge as a “maritime power”, and indicated that India maintained a “close watch” on all
developments that threatened its security.

“India and China have, on several occasions, reiterated that, as large neighbours following
independent foreign policies, the relationships pursued by India and China with other countries
must not become a source of concern for each other. Both countries have agreed to display
mutual respect and sensitivity to each other’s concerns and aspirations,” said Minister of State for
External Affairs Gen. (Ret.) V.K. Singh, in response to a question. The statement is significant in
view of China’s recently concluded Free Trade Agreement with the Maldives which has drawn
India’s attention.

“The government is aware of China’s stated objective of becoming a ‘maritime power’. As part of
this strategy, China is developing ports and other infrastructure facilities in the littoral countries in
the Indian Ocean region, including in the vicinity of India’s maritime boundary.”

Commenting on ties with Pakistan, he said, the “onus” of starting the Comprehensive Dialogue
Process launched during the 2015 visit to Islamabad by External Affairs Minister Sushma Swaraj,
lies on Pakistan.
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Out at sea: on the Indian Ocean Region

In its National Security Strategy (NSS), the U.S. has called China a “challenger” and “rival” while
welcoming India’s emergence as a “leading global power and stronger strategic and defence
partner”, and declared that it seeks to increase ‘Quadrilateral’ cooperation with Japan, Australia,
and India. The NSS also states that the U.S. would support India’s growing relationships
throughout the region. While the broader emphasis on improving the partnership is welcome,
policy-makers in New Delhi should be cautious on two counts. One, India should be wary of any
attempts at being pitted as a front in the U.S.’s efforts to check China’s rise. Two, while the notion
of the Indo-Pacific sounds grandiose and enticing, India must not forget that its primary area of
concern is the Indian Ocean Region (IOR). Securing its position here is vital before venturing
elsewhere.

Rules-based order

More importantly, it would not be an exaggeration to say that India has always been wooed by
both sides and has been a balancing power on the world stage. As its stature in global politics
increases, it is in the nation’s as well as global interest that India remains a balancing power. For
instance, India’s vote in the UN General Assembly over Jerusalem should be seen in line with a
“rules-based world order.”

Navy steps up patrolling of Indian Ocean Region

At the same time, there is no question that India should hedge against the rapid expansion of
Chinese presence in the IOR. This is further underscored by recent acknowledgment by the
People’s Liberation Army that it is “planning to explore the possibility of more foreign military
outposts in Africa, West Asia and other areas.” For India, geographically the area of concern, and
so the area of focus, should remain the IOR, stretching from the Gulf of Aden to the Strait of
Malacca. While reiterating its commitment to upholding the established laws of the global
commons, New Delhi should not go adrift in the larger Indo-Pacific. As more powers make inroads
into this strategically crucial space, India must consolidate its position and not expect others to do
its job, for it would only mean ceding space in the long run.

There are two ways of doing this — beefing up Indian capacity and securing interests and then
expanding partnerships to fill voids. The tags of net security provider and leading global power
would mean nothing if New Delhi cannot undertake capacity building in its own backyard, be it
South Asia or the IOR. While the offer of help from various countries to help expand India’s
network in the region looks tempting, it actually reflects India’s failure to establish its primacy in the
region. Ideally, it should have been the other way round: India guiding outside powers in its
backyard. In this context, it is imperative for policy-makers in New Delhi to conduct a reality check
on relations with our neighbours.

Over the last couple of months, there have been hectic parleys with various nations in various
formats — quadrilateral, trilateral, etc. But it cannot be at the expense of the neighbours. While
being part of various groupings is important, it is imperative that they are in line with our interests.
That is where more clarity is required on the recently resurrected Quad. Except India, for the other
three the primary focus is the Pacific Ocean, especially the South China Sea.

Key initiatives

At the same time, some recent initiatives illustrate the way forward for India. Last month, India and
Singapore concluded an overarching bilateral agreement for naval cooperation. Besides being
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only India’s second bilateral logistics arrangement, it gives it access to the Changi naval base at
the mouth of the Strait of Malacca. With Singapore’s assistance, India is also working out
modalities for joint multilateral exercises with the Association of Southeast Asian Nations
(ASEAN). India is also negotiating similar logistics agreements with several other countries. These
developments show the way forward for India to engage with like-minded countries in the region
without getting entangled in groupings which are seen as being targeted or military in nature.

Another initiative which fits the bill is the Goa Maritime Conclave hosted by the Indian navy last
month where Navy Chiefs and maritime heads of 10 Indian Ocean littoral states brainstormed on
ways to improve cooperation in the region. It is an India-led initiative where the navy has offered to
share information of maritime movement in real-time.

This is the template for India to take forward to build its primacy in the IOR before venturing into
adjacent waters while also making sure that its interests are taken heed of while getting into
various groupings and not end up doing someone else’s bidding.

dinakar.peri@thehindu.co.in
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